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ABSTRACT  
   
Law enforcement, schools and universities, health service 
agencies, as well as social service agencies, each acquire 
information from individuals that receive their services.  That 
information gets recorded into the respective application system 
of each organization.  The information, however, gets recorded 
only in the context of each service rendered and within each 
system used to record it.  Information that is recorded by the 
police department for one individual is entirely different from the 
information that is recorded by the hospital for that same 
individual.  What if all the organizations used the same system 
to record information?  What if all the organizations followed the 
same protocols to record information as well as access it? The 
goal of this research was to analyze a system that allows for all 
organizations within a community to share information with each 
other.  Technically, this system is feasible.  However, public 
opinion says sharing personal information is unethical, and 
Federal regulation says it is unlawful.  To accomplish an 
information-sharing system of this type, both regulation and 
public opinion need to be addressed. 
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Chapter 1 
INTRODUCTION AND STATEMENT OF THE 
PROBLEM 
Heading into the second decade of this new millennium, 
data is becoming more mobile and more readily accessible.  
Applications are being developed to be used on laptops, 
smartphones, tablet PCs, and even appliances.  This not only 
allows the digital world to track whereabouts, what is being done 
and who is doing it, but it also keeps track of likes and dislikes, 
routines and schedules, and even habits.  This is known as 
digital footprint.  The life one leads is literally being tracked, and 
the question becomes how can this be harnessed and controlled 
for greater understanding, greater accuracy, greater efficiency 
while at the same time securing privacy and confidentiality, even 
individualism? 
Tim Berners-Lee, Director of the World Wide Web 
Consortium (W3C) stated that "digital information about nearly 
every aspect of our lives is being created at an astonishing rate. 
Locked within all of this data is the key to knowledge about how 
to cure diseases, create business value, and govern our world 
more effectively" (2007).  Currently, data is being recorded and 
accessed via two separate sources: Internet web servers and 
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local network or standalone server systems.  With all the various 
systems across these two sources storing the same data, 
information is destined to be duplicated, and, therefore, even 
inaccurate and corrupted.  Put another way, one piece of 
information on one system can be, and most likely is, a 
redundant form of the same information on a different system.  
One system will have more accurate and more recent 
information than another system, but both systems are used in 
different capacities.    
Greater knowledge and advancements, better efficiency 
and accuracy, even more robust security and confidentiality 
would be possible by integrating all sources of data into one 
single repository. This is where, as Berners-Lee observed, the 
key to knowledge lies (2007).  Accomplishing this across the 
Internet is beyond the scope of this research, but this ideal will 
be examined on a smaller scale.   
NEED FOR THE STUDY 
School districts, police departments, fire departments, 
hospitals, local physicians and specialists, social service 
agencies, local businesses, and local governments all exist 
together to form a community and all rely on each other for 
sustenance and productivity.  Yet information is rarely shared, if 
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shared at all, across the different agencies.  The Arizona 
Exchange Information System, or AXIS, consists of information 
collaboration and sharing from four specific agency communities 
within Arizona’s Navajo County: law enforcement, education, 
health services, and social services.   
STATEMENT OF THE PROBLEM 
The purpose of this research was to analyze information 
systems in an effort to develop a proposed framework for 
information sharing among the community agencies, as well as 
to establish processes and procedures for community 
information recording and storing.  This study also identified 
possible interfaces to access and view information, as well as 
identified security and access levels to retrieve the information. 
To accomplish this purpose, this research analyzed and 
answered the following five specific objectives: 
1. Is an information system an efficient means of sharing 
information within the community? 
2. Is it feasible for all community agencies to record and 
store information into the same source and use the same 
process so that information can be shared among all 
agencies accurately and completely? 
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3. Is it possible to use an online relational database as a 
single source repository for all information recorded by the 
separate agencies within the community? 
4. Should a single user interface be used to access and view 
information, independent of the medium that is used to 
access the interface? 
5. Is it possible to ensure privacy and confidentiality of 
personal information when all agencies have access to the 
same information, even when only authorized personnel 
are permitted access to such information? 
Digital information generated by one agency is rarely 
shared with another agency. Seldom does it reach another 
agency completely accurate, or it does not reach the other 
agency in its entirety.  Very similar to the child’s game of 
“Telephone,” where, at the beginning, one child whispers a 
phrase to another child to her right.  Then, that child is supposed 
to whisper what he has understood the phrase to be to the next 
child in line, and so on until this phrase reaches the last child.  
Almost consistently, the last child understands the phrase to be 
something entirely different than what was initially whispered.  
Although a simple game, it profoundly expresses the need for 
clearer communication and understanding, as well as the ease in 
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which information can be misconstrued or misperceived;  a 
lesson that can be applied to all aspects of life as a people, but 
particularly as a community.  If the initial child in the game were 
to record the phrase in one common location so that all children 
could hear the phrase as if the first child were telling it to them 
all separately, the accuracy would be secured.  Similarly, if all 
agencies in a community could retrieve their information from 
the same source, understanding would increase, inconsistencies 
would be mitigated, inaccuracies eliminated, and progression 
immediate.   
LIMITATIONS OF THE STUDY 
There were three specific limitations that may prohibit an 
efficient and effective information-sharing model within the 
Navajo County community.  They were examined as follows: 
government policy, non-standard existent technologies across 
the community agencies and their systems, and the various 
social perceptions and beliefs about disclosing particular types of 
information in a shared system. 
First, the Federal government has enacted policy to help 
regulate the dissemination of confidential information to 
unauthorized and unnecessary parties.  A pair of government 
policies, in particular, was analyzed as potential limitations to an 
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efficient information-sharing model;  The Family Education 
Rights and Privacy Act (FERPA) and the Health Insurance 
Portability and Accountability Act (HIPAA).   
Most of Navajo County in Arizona includes tribal land and 
reservations.  The largest of the reservations is the Navajo 
Nation.  The Bureau of Indian Affairs is a Federal body that falls 
under the Department of the Interior in organizational structure.  
The BIA is responsible, according to their website, for providing 
“services to 1.9 million American Indians and Alaskan Natives” 
through grants and other services (2012).  The Native American 
tribes are regulated by their own form of Federally-recognized 
government.  The BIA website states that according to Public 
Law 93-638, the Division of Tribal Government Services of the 
BIA, “promotes the sovereignty of federally recognized Tribes” 
(2012).  Although they are governed by the Tribal Government 
Services, Federal policies of information privacy and security are 
recognized and followed.  Another tribal program is the Indian 
Health Service program and it is “based on the Privacy Act of 
1974, as amended (5 U.S.C. 552a), as implemented by Office of 
Management and Budget” (Indian Health Service, 2012).  
Second, collaboration among web developers, browser 
companies, app developers, and other software developers is 
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almost non-existent, thereby creating a mass of code and scripts 
that have to be rewritten and adjusted to conform to a particular 
browser, app, or software on a particular device or medium so 
that the information can be disseminated on that device or 
medium.   
Finally, the terms privacy and security are often 
interchanged when it comes to the general public’s willingness to 
share information in an electronic system.  A 2007 survey 
conducted by the Online Computer Library Center concluded that 
the two highest privacy concerns of the over 10,000 comments 
received were of two types: spam and identity theft (2007).  A 
majority of these responses reflected concerns about privacy as 
it relates to possible criminal activity, which is the result of 
insufficient security.  It is also worthy to note that very few 
respondents related concerns of privacy as it relates to 
“nonfraudulent sources” (Online Computer Learning Center, 
2007).   
SUMMARY 
The purpose of this research was to review and analyze 
data of an information-sharing system between the four agency 
communities within Navajo County of Arizona.  These agency 
communities exist as law enforcement, education, health 
  8 
services and social services.  Benefits of an information-sharing 
model as well as disadvantages of such a model were 
considered.  The specific objectives in this research consisted of 
validating an information system as an efficient means of sharing 
information; determining the efficiency of all community 
agencies recording information into the same repository using 
the same process; investigating a relational database as a single 
source repository for all information collected within the 
community; establishing a user interface to be used by all 
community agencies as the means to record information; and 
determining if it is possible to ensure privacy and security of 
information when all agencies have access to the same 
information. 
Potential obstacles preventing an information-sharing 
model were also investigated: Federal laws and regulations 
prohibiting the sharing or dissemination of confidential 
information; various different technologies used in each 
standalone network system that may not be compatible with 
each other; and the different social perceptions about the 
privacy and security of protected information.  Chapter two will 
review the related literature specific to the objectives outlined in 
this research study. 
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Chapter 2 
REVIEW OF RELATED LITERATURE 
The information age has decidedly altered the way society 
thinks and works. Information is almost accessible anywhere at 
any time using various media that serve as the framework for 
retrieving such information.   
THE INFORMATION SYSTEM 
The contributors for the Encyclopedia Britannica defined an 
information system as “an integrated set of components for 
collecting, storing, and processing data and for delivering 
information, knowledge, and digital products” (Zwass & 
Gregersen, 2011).  Today, almost all organizations rely on some 
form of an information system to electronically distribute data 
and information to manage clients, partners and customers, 
manage employees, manage finances, and even for a more 
competitive advantage in their markets.  Information systems 
have changed the way that businesses and organizations interact 
with their audience, compete in their marketplace, and the way 
they are structured (Zwass & Gregersen, 2011).  Organizations 
quickly realized that not only could they effectively and 
efficiently disseminate information electronically over a specific 
information system but they could share information over many 
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systems within their organization.  Author R. M. Columb 
observed that one organization has several systems, a large 
company has hundreds of systems, and a government has 
thousands of systems nationwide.  It was not long before they 
realized that with this ability to communicate electronically, they 
wanted all of the systems to talk to each other (2007).   
In the past decade, businesses have started digitizing 
content for faster and more efficient retrieval and dissemination.  
An article in the Computer Technology Review by Janet Perna 
stated that eighty-five percent of information that organizations 
needed to conduct business effectively was not digitized (2002). 
The article continued to state that employees spent 25-30 
percent of their time looking for information that was needed to 
complete tasks (2002).  Digitizing content allows the 
dissemination of that content to be almost immediate and even 
ubiquitous.  That information can be and is literally at the 
fingertips of the ever-increasing number of online users.   
However, a study conducted by Yale University (Ayers, 
2012) suggested that there is a potential disadvantage of relying 
heavily on information systems.  Technology is advancing at a 
rate that exceeds human capacity to handle the inclusive moral 
and ethical challenges that come with it, according to Ayers 
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(2012). David Calone in the Harvard Law and Technology Journal 
observed that “information access has given us greater freedom 
to pursue our own desires, but it has also led to the atomization 
of families, communities and nations” (1997).   
THE INFORMATION-SHARING MODEL 
Currently, there are few information-sharing models in use 
across information systems.  One of which is the National 
Information Exchange Model.  The NIEM model uses a 
standards-based method for exchanging information across 
various agencies (2005).  This allows an agency to share 
information in a manner that is understood by another agency 
without the need to align the information so that it makes sense 
to the receiving agency.  NIEM uses a standard set of data 
requirements and data terms that all agencies understand.  
NIEM, however, is not an electronic information system or 
database to share information.  It is simply a sharing model to 
identify a standard method of communication.  
The United States Department of Justice supports a global 
initiative for information sharing across law enforcement and 
public safety agencies throughout the nation that is based on 
NIEM (2012).  The Global Justice Information Sharing Initiative 
(GLOBAL) “promotes standards-based electronic information 
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exchange to provide the justice community with timely, 
accurate, complete, and accessible information in a secure and 
trusted environment” (United States Department of Justice, 
2012).  This model is primarily for the justice communities at the 
Federal, State, and local levels.  
The Federal Bureau of Investigation has been utilizing a 
nationwide database of limited information for over 40 years 
known as the National Crime Information Center (Scott, 2009).  
The NCIC has only a limited number of data tables and columns, 
thereby limiting the amount of information that can be shared 
within the Bureau.  According to the FBI, there are a total of 19 
data sets; seven as property data sets, and 12 person data sets 
(2011). Even with limited data sets, the NCIC is logging millions 
of police queries and law enforcement “would probably find it 
impossible to perform their contemporary duties without the 
ability to conduct the nationwide, electronic searches for the 
crime-related records that the NCIC provides” (Scott, 2009).  It 
is worthy to note that the NCIC also includes records from non-
police justice data which includes court and correctional 
resources (Scott, 2009).  
There are knowledge models that help identify the 
processes used to manage knowledge, or manage information, 
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and how that knowledge can be shared.  Bonifacio, Franz, and 
Staab (2008) identified four separate model types that are used 
for knowledge management.  These models are layered over 
each other to form an “evolutionary model” (Bonifacio, et al., 
2008).  The first layer of the evolutionary model is individual 
knowledge management.  “It is common that one has to manage 
individual knowledge first, before it comes to sharing of 
knowledge” says Bonifacio, et al., (2008).  The next level is 
centralized sharing of knowledge, where all data is stored and 
recorded into a common, centralized location for all users to 
access.  The third level is decentralized sharing of knowledge.  
This is more of a peer-to-peer type of model where information 
is stored locally by each user and other users access that 
information remotely.  The final layer is the evolutionary model 
of sharing knowledge.  The final layer “draws from 
communication structures, knowledge structures, and content in 
order to propose revisions to the communication in the network 
and revisions to the structures and vocabularies used for 
organizing and communicating knowledge” (Bonifacio, et al., 
2008).  
 Different technologies and applications exist to disseminate 
information within an organization.  Some of these technologies 
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can also be used to share information across a broader 
information system that extends beyond organizational 
boundaries.  “To implement these technologies successfully, it is 
important to know the roles of different organizational groups, 
how work is performed, and how information flows between 
groups” (Richards & Kabjian, 2001). These technologies used to 
share information are only as good as the organization that 
supports them through clear and concise processes and 
procedures (Richards & Kabjian, 2001).    
These types of technologies will also not function without 
the necessary underlying framework of the appropriate 
information system network which is reachable and accessible by 
different organizations.  Of course, the biggest and easiest to 
access information network is the Internet itself.   
Sharing information over the Internet is not a secure 
method, nor is it a preferred method of disseminating personal 
and confidential information with various agencies.  The Internet 
is considered to be a network of networks or a mass of millions 
of computers connected over a public infrastructure.  A public 
infrastructure indicates that there are no security protocols to 
manage access to the Internet or processes to govern the 
content on the Internet.  Disseminating information over a public 
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infrastructure with almost 2.3 billion Internet users worldwide 
(Miniwatts Marketing Group, 2012) means that anyone can 
retrieve that information.  The Internet, however, is a necessary 
framework to get from point A, through point B, and over to 
point C.  The Internet is what connects distant network systems 
across the world and, therefore, across the community.  
Many organizations are involved in making standards for 
the Internet, and the most prominent is the Internet Engineering 
Task Force (IETF).  The IETF creates documents called Request 
for Comments (RFC) that “influence the way people design, use, 
and manage the Internet” (2012).  An RFC document is 
considered an Internet standards document defining a particular 
topic or protocol in technical detail and how that topic or protocol 
should be used over the Internet.  In RFC 6071, a security suite 
of protocols known as Internet Protocol Security (IPSec) explains 
how to secure communications over a public infrastructure.  The 
most common use of IPSec is to use a Virtual Private Network 
(VPN).  A VPN can be used to connect between two locations or 
between a remote user and an enterprise network (Frankel & 
Krishnan, 2011).   
To share information with other agencies across a 
community, a VPN network can be used to provide the necessary 
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security protocols to secure that data over the Internet.  Another 
way of communicating with other agencies is to not use a public 
infrastructure but a private one.  This will incur more costs in 
order to create that communication framework.  In 2009, the 
State of Arizona adopted a statewide communications network 
initiative to provide network connectivity across the 15 counties 
in Arizona.  The network is known as the State of Arizona 
Counties Communications network (SACCnet). SACCnet was 
awarded a $39 million Federal grant for a “Statewide Strategic 
Communication Initiative to provide a secure County to County 
Video/Voice/Data Network...throughout the State of Arizona to 
the Public/Private sector” (2010).  This system allows counties to 
share information over one statewide information system. 
THE RELATIONAL DATABASE 
After defining the communications protocols and methods 
for the network or system framework, there needs to be a 
system in place to disseminate information appropriately without 
duplicating that information.  A relational database is used to not 
only store data in tables, under a specific column with each entry 
given a specific row in that table, but it also is used to create 
relationships between datum in differing tables, thereby creating 
an entirely new table of information.   Data in relational 
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databases is addressed by value as opposed to position in a 
table, allowing changes to the database without having to alter 
each application built on that database.  Edgar Codd introduced 
the use of algebra in relating data in a database using relational 
processing and operators that create new tables of data using 
pieces of other tables or even joining two or more tables into 
one concatenated table.  The algebra, along with the operators is 
intended to “be a yardstick of power” (Codd, 1982). 
 Relational databases use what is called an entity-
relationship (ER) as a conceptual data model.  Entities are 
defined as data objects that usually reference a person, place, or 
thing (Lightstone, et al., 2005).  Lightstone, et al., continued 
stating that relationships denote real-world associations of two 
or more entities (2005).  In the book Database Modeling and 
Design: Logical Design, the authors explained the degrees of 
relationships as being binary where two entities are associated 
and ternary, where there are three agencies associated.  These 
relationships are common to what is observed in the natural 
world (Lightstone, et.al., 2005).  
A relational database is used as a behind-the-scenes 
system to compile all the necessary information into a format 
easily legible for the end user.  The end user still needs a 
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method of retrieving and viewing that information on the specific 
medium that she is using, whether it is a personal computer, a 
tablet computer, or on a mobile device.  Software developers 
create various kinds of applications to be used on specific media, 
but there is a lack of a standard developmental process that 
ensures that all applications are compatible on all types of 
media.  With the onset of ubiquitous computing, that disparity is 
narrowing.  However, user interface programs continue to not 
function properly on some media while functioning flawlessly on 
others.  Information sharing will not be completely efficient 
without that standard of making data accessible from all end 
devices and media consistently.  The goal of the World Wide Web 
Consortium (W3C) is to develop a set of standards so that this 
information is portrayed accurately and efficiently “to all people, 
whatever their hardware, software, network infrastructure, 
native language, culture, geographic location, or physical or 
mental ability” (2009).   
THE USER INTERFACE 
Understanding the world around us will allow applications 
to be developed that will simplify life and the daily routines by 
anticipating user actions based on location and circumstances 
the users are in (Hervas & Bravo, 2011). The most cost-effective 
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means of disseminating information to all types of end devices is 
using web browser applications.  There are some obstacles with 
developing a user interface that permeates all media sources.  
Hervas and Bravo define some of these obstacles as the varying 
sizes of the user end device display for visualization, the 
potential of having multiple user inputs requiring multi-user 
interfaces, as well as privacy of information access on displays 
(2011).   
Today there exist dozens of web browser applications.  
Each web browser application runs on desktops or mobile 
devices, on particular operating systems, all depending on which 
type of device is used to browse the information.  The popularity 
and regularity of the browser application used, as well as which 
type of operating system is used, is defined and quantified by 
statistics (StatCounter, 2012).   
THE PROTECTION OF INFORMATION 
Some types of information are considered to be private or 
confidential, thereby requiring the government to get involved 
and address potential concerns.  Two federal policies in 
particular deal with the securing of confidential data from an 
education records and health records perspective. The Family 
Education Rights and Privacy Act (FERPA) and the Health 
  20 
Insurance Portability and Accountability Act (HIPAA) were both 
enacted to protect personally identifiable information from being 
disseminated to unauthorized parties. 
It is essential to note here that the FERPA policy of the 
United States Department of Education, article §99.31, identifies 
authorized parties as having access to educational records, 
without having prior consent, as the school itself or an agency or 
organization that performs institutional services outsourced by 
the school as long as that agency or organization has an 
educational interest in that information and will not re-disclose 
said information per article §99.33 of that same law (2012). It is 
also vital to understand that, according to article §99.35 of 
FERPA, it is said that any educational institution may “disclose 
personally identifiable information from an education record to 
appropriate parties...if the knowledge of the information is 
necessary to protect the health or safety of the student or other 
individuals” (United States Department of Education, 2012). 
The HIPAA policy also identifies the need to protect 
personally identifiable information while “still allowing important 
health care communications to occur” in the event of medical 
emergencies (U.S. Department of Health and Human Services, 
2012).  This policy only applies to what is defined as “covered 
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entities.”  A covered entity is defined as a health care provider, a 
health plan, or a health care clearinghouse (U.S. Department of 
Health and Human Services, 2012).  A health care clearinghouse 
is identified by the United States Department of Health and 
Human Services as an entity that takes non-standard health care 
information and turns it into a standard (2012).  All other 
individuals or organizations that do not qualify as a covered 
entity need not adhere to this policy (United States Department 
of Health and Human Services, 2012). 
This policy clarifies that “a covered entity may always use 
or disclose for research purposes health information which has 
been de-identified” or permits “covered entities to disclose 
protected health information without authorization for specified 
public health purposes” (United States Department of Health and 
Human Services, 2012). 
The HIPAA policy understands the need for digital 
dissemination in an electronic world, but has also identified the 
limitations and restrictions for such information to be spread.  
This definition is known as the HIPAA Privacy Rule and Electronic 
Health Information Exchange in a Network Environment (United 
States Department of Health and Human Services, 2012).  This 
disclosure of information uses what is termed by the Department 
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as “the minimum necessary standard” (2012), where only the 
minimum amount of information is disseminated to covered 
entities to accomplish a specific purpose.   
In a 2007 poll recorded by the Electronic Privacy 
Information Center, 85% of respondents said privacy of their 
personal information is important to them (2007).  It is vital to 
note that a majority of Americans are concerned with marketing, 
spam, and identify theft and not specifically with sharing their 
information critical to the health, safety, and development to 
authorized agencies and personnel. 
THE CURRENT STATE OF NAVAJO COUNTY 
Currently, Navajo County, Arizona, does not follow an 
information-sharing model, such as NIEM, nor does it exchange 
information with other agencies outside of their current 
discipline.  Navajo County does have, however, means of 
exchanging information within the boundaries of some of the 
agencies and even with other agencies of the same discipline 
outside of the community.  Various initiatives such as COPLINK 
(University of Arizona, 1997) are used in conjunction with 
criminal justice agencies to share information across the 
counties, the state, even the nation.   
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The Bureau of Indian Affairs is Federally-recognized as a 
separate agency within Navajo County.  The BIA follows Federal 
policies for information privacy and security.  However, 
according to the BIA, information that is acquired by BIA 
agencies is considered a BIA record and Section 108b of the 
Indian Self-Determination Act observes that any record acquired 
by the BIA is not considered a Federal record (2012).  Another 
program under the United States Department of Health and 
Human Services is defined as the Indian Health Service program.  
The IHS program is based on the Privacy Act of 1974, similar to 
HIPAA, and it regulates “how and when IHS collects, maintains, 
uses, or disseminates personal information on individuals” 
(2012).   
What if the information that is shared within each agency 
was actually shared with other agencies?  Specifically what if all 
of this information that exists within the four agency 
communities of Navajo County was integrated into one source?  
What if primary care physician medical records, hospital records, 
medical procedures, police misdemeanor and felony records, 
therapist notes and observations, social service records, church 
records, demographics, genetic tendencies and family history, 
school information, and other information were all stored in one 
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single repository as one relational database to be used for cross-
referencing?  What effect would that have on the body of 
knowledge within the community?  How would that affect 
emergency response and preparedness?  How would that affect 
physical and mental development and treatments?   
In Seattle, Washington, 2009, a 15-year old autistic boy 
died as the result of an accidental overdose in medication he 
received in the hospital.  The hospital admitted afterwards that 
this “occurred because our processes failed at multiple points” 
(Web Reporter, 2009).  The hospital concluded by saying in 
response to this tragic event “we added information to our 
medication database...around what patients qualify for this type 
of medication, under what circumstances it can be used, and 
about monitoring for response and adverse events” (2009).  
Would that type of information have been known if that data was 
shared from primary care physician records or school nurse 
records, or other records from another agency?   
Even with the technology that can help minimize error and 
increase safety, very few organizations are taking advantage of 
this technology due to various factors such as cost, policy, and 
lack of training.  “Only about 10 percent of hospitals in the 
United States use computerized [drug] prescribing” even though 
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“technology has helped to reduce medication errors” (Tarkin, 
2008). 
SUMMARY 
Organizations rely heavily on an information system to 
distribute information to their audience, their customers, their 
employees, even general use for the public.  There are few 
models for information-sharing and exchange of information 
across organizations of the same discipline, and there are no 
models for information exchange across organizations of 
different disciplines.  Agencies within the community are 
required to have a few pieces in place to effectively share 
information within the confines of their agency and even without 
those confines: an information system framework is necessary 
for the various agencies to access the network in order to record 
and retrieve pertinent information;  a single source to record and 
store information into allowing data to be related and cross-
referenced that would not have otherwise been related; and a 
user interface to be accessed on the end device allowing the 
retrieval of information in a legible and easy-to-understand 
method.   
It is necessary to define access levels within an agency so 
that only authorized personnel are allowed to retrieve specific 
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types of information and share that information only with other 
authorized parties.  It is also necessary to define processes to 
manage private and confidential information so that retrieval of 
such information remains secure and protected once it has been 
retrieved.  Chapter three will address the methodology used to 
answer the five specific research objectives associated with the 
primary Statement of the Problem. 
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Chapter 3 
METHODOLOGY 
 To understand the methodology for this study, it is vital to 
understand the underpinnings that make up an information-
sharing system and how that system is utilized and perceived 
within a society.  The primary piece of that foundation is the 
infrastructure itself, or the information system.  Other pieces 
that complete the makeup of that foundation include the model 
of how information can be shared across organizations, the 
correlating power of a relational database, the interface with 
which the end user can retrieve and view the information, as 
well as protecting that information from unauthorized users. 
RESEARCH PROCESS 
The first step in this research was to determine if the 
information system infrastructure is the appropriate means to 
share information within the confines of the four agency 
disciplines inside of Navajo County.  Communication in society 
today is more than just face-to-face communication.  It involves 
phone, video, email, web, blog, and other means of 
communicating with others.  However, using an information 
system, communication is limited to only using the predefined 
message types that are inherent with an electronic system 
  28 
(Colomb, 2007).  Humanity can only communicate to the extent 
that the information system supports it.   
Secondly, this research was to determine if it is 
appropriate to expect all users within those four agency 
disciplines of Navajo County to follow the same process of 
recording information into and retrieving information from the 
same source.  A critical piece of successful information sharing is 
the need for shared understanding of all involved.  “Shared 
understanding means not only that the receiver has understood 
the message but also that the sender is aware that the receiver 
has understood it and the receiver knows that the sender knows 
this” (Bonifacio, et al., 2008).  This requires both the receiver 
and the sender to know that the information is intact and 
accurate when being shared. 
The third step was to determine if the relational database 
technology can be used by all four agency disciplines within 
Navajo County as the only source that is required in step 
number two.  The cross-referencing capabilities of the relational 
database allow data to be related that traditionally are not 
thought to be related. 
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The fourth step was to determine what user interface is 
being used by the four agency disciplines to enter data and if 
those four disciplines could use the same single interface.   
Lastly, this research was to determine if authorized 
personnel within the four agency disciplines of Navajo County 
are the only users to access and view confidential and protected 
information, thereby protecting personal information. 
RESEARCH SOURCES 
The sources reviewed and analyzed for this study were 
published texts, published studies, journal articles, web articles, 
and independent survey results on the subject of sharing 
electronic information within an organization as well as outside 
of and between organizations.  The research also included how 
organizations are sharing information and in what context they 
are sharing it. It included what information-sharing models are 
being followed and how that information is being recorded and 
retrieved by the agencies. Finally, it included who has the 
authorization to view the information as well as what, if 
anything, is preventing users from retrieving and sharing it.  
RESEARCH DATA 
The data analyzed in this research was intended to focus 
on organizations or agencies that are a part of a community.  
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That community was not limited to a specific geographic location 
or size due to the fact that the data for this type of study was 
limited.  Therefore, the confines of this research were expanded 
to include all data of this nature where data is found.  
A survey was also conducted with an official of each of the 
four agencies within the community of Navajo County to 
determine the perception of each agency in regards to an 
information-sharing system.  Survey questions included the 
following: 
1. Is sharing information in a centralized online database by 
all agencies feasible? 
2. Is it ethical or not ethical to share personal information 
with other agencies even when only authorized parties can 
view such information? 
3. Is it beneficial to share such information between 
agencies? 
4. In your opinion, is it a good idea or not to share this type 
of information? 
Answers to these questions were based on the specific 
viewpoint from each agency in terms of the respective laws and 
regulations that each agency is responsible for following.   
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SUMMARY 
Understanding the framework of an information system 
and how that system supports an information-sharing model 
within a system is vital to understanding this research.  It is also 
essential to understand how information is stored within a 
system, how that information is retrieved by the system, as well 
as which users have access to view that information.  Chapter 
four will address the analysis of the research data as it relates to 
the specific research objectives outlined in the first chapter. 
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Chapter 4 
ANALYSIS 
The purpose of this analysis was to show if an information 
system could function as the medium for an information-sharing 
framework. If so, existing information-sharing models could use 
a relational database as the source to store information, users 
could effectively retrieve and view information, and information 
could be kept private and secure.    
ANALYSIS OF INFORMATION SYSTEMS 
Information systems do nothing more than transport a 
series of ones and zeroes.  It is through software that those 
numbers are converted to a form of communication that is 
understood by the user.  That is the basis of each conversation 
between users that takes place over an information system.  The 
Internet is a collection of information systems to form one large 
information system.  “Furthermore, the global conversation 
taking place over the Internet consists of millions of participants 
simultaneously sharing information on a great variety of different 
topics” (Richards & Kabjian, 2001).   
Over the past decade alone, Internet users in the United 
States increased from 124 million to 239.8 million users (Table 
1).  That is over 77% of the entire population.   
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Table 1 
 
US Population and Internet Users Growth (Miniwatts Marketing 
Group, 2012) 
 
YEAR Population Users % Pop. Broadband Usage Source 
2000 281,421,906 124,000,000 44.1 % n/a ITU 
2001 285,317,559 142,823,008 50.0 % n/a ITU 
2002 288,368,698 167,196,688 58.0 % n/a ITU 
2003 290,809,777 172,250,000 59.2 % n/a ITU 
2004 293,271,500 201,661,159 68.8 % n/a Nielsen Online 
2005 299,093,237 203,824,428 68.1 % n/a Nielsen Online 
2007 301,967,681 212,080,135 70.2 % n/a Nielsen Online 
2008 303,824,646 220,141,969 72.5 % n/a Nielsen Online 
2009 307,212,123 227,719,000 74.1 % n/a Nielsen Online 
2010 310,232,863 239,893,600 77.3 % 85,287,100 ITU 
 
Table 2 shows the number of users by region with Asia as 
having the largest number of users online, followed by Europe, 
then North America.  Table 3 shows the number of Internet 
users in the Americas, with the majority being in North America. 
 
Table 2 
Internet Users in the World (Miniwatts Marketing Group, 2012) 
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Table 3 
Internet Users in the Americas (Miniwatts Marketing Group, 
2012) 
 
 
 The data shows the increased number of users that use an 
electronic information system to post and view information 
across the system.  The increase of online users from the above 
tables and the data researched addresses specifically the first 
research objective.   
The first research objective: 
 Is an information system an efficient means of sharing 
information within the community?    
 
 
  35 
ANALYSIS OF INFORMATION-SHARING MODELS 
 The National Information Exchange Model (NIEM) is used 
to set a standard of defining information so that all participating 
organizations can understand what each piece of information is. 
It is important to note here that the NIEM model is not an 
electronic system, database, or information-sharing system.  It 
is a theoretical application of defining information to standardize 
terminology and data recording.  Table 4 shows the NIEM model.   
 
Table 4 
The NIEM Model (2005)  
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There are a few base models that explain the sharing of 
information with others.  They are one-to-one, one-to-many, 
and many-to-many.  One-to-one is a conversation with one 
other user directly.  One-to-many is a user sharing information 
with a group of users.  Many-to-many is essentially a group of 
users conversing with all others in the group.   
A user sending emails to another user is considered to be 
one-to-one.  A user posting information to a weblog or social 
network can be considered a one-to-many conversation.  
Information-sharing of several users over an information system, 
a group of information systems, and even the Internet is 
considered to be a many-to-many model of information sharing 
because the information is not passing from one user to another, 
but rather from many users in that system to many other users 
in that system.  The many-to-many model of sharing information 
can be very useful for businesses, government agencies, 
educators, and others seeking information (Richards & Kabjian, 
2001).  Richards and Kabjian continued to include the 
importance of businesses and organizations conducting 
operations and making decisions based on “appropriate data, 
information, and knowledge being brought to bear on a problem” 
(2001).  Table 5 shows the hierarchy of making effective 
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decisions and Table 6 shows the roles of the different general 
disciplines and how they overlap in terms of sharing knowledge. 
 
Table 5 
Decision Making (Richards & Kabjian, 2001) 
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Table 6 
Overlapping Roles in Sharing Knowledge (Richards & Kabjian, 
2001) 
 
 
Bonifacio, et al., defined four separate knowledge sharing 
models in their book entitled Knowledge Management: An 
Evolutionary View.  They explained that these four models 
compose the Evolutionary Model of Sharing Knowledge and are 
layered upon each other with top layers being dependent on the 
layer below it (2008).  Table 7 shows the four layers.  
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Table 7 
The Evolutionary Model Layers (Bonifacio, et al., 2008) 
 
 
Before information can be shared, according to Bonifacio, 
et al. (2008), it must first be managed individually. The 
Centralized model identifies a common or centralized location 
that stores the information to be shared.  They explained that 
this model may potentially be counter-productive as researchers 
develop their own way of structuring knowledge and then to 
predefine that structure into templates or forms that can be 
shared centrally (2008). “Thus, at this point, the view of the 
individual and the organizational compromise get into conflict 
and require a next layer of knowledge sharing” (2008). That 
next layer is the Decentralized model.  The decentralized model 
is a peer-to-peer model of sharing where the data that each user 
will share exists on the local user computer as opposed to being 
stored on a server or group of servers.   
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Tables 8 through 10 show the individual layers of the 
Evolutionary Model starting with the Centralized Sharing of 
Knowledge layer up to the Evolutionary Model. 
 
Table 8 
Centralized Model (Bonifacio, et al., 2008) 
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Table 9 
Decentralized Model (Bonifacio, et al., 2008) 
 
 
Table 10 
Evolutionary Model (Bonifacio, et al., 2008) 
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The Federal Bureau of Investigation utilizes a shared 
database of information amongst law enforcement agencies 
known as the National Crime Information Center.  This database 
of information is accessible by every criminal justice agency 
nationwide.  It is used to find missing persons, apprehend 
fugitives, recover stolen property, even identify potential 
terrorists.  It records any and all information that pertains to law 
enforcement.  Table 11 shows the number of offenses reported 
to law enforcement in Arizona’s larger cities. 
 
Table 11 
FBI NCIC 2011 Offenses Reported by City (2011) 
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The State of Arizona adopted a statewide information 
system initiative known as The State of Arizona-Counties 
Communication Network (SACCnet).  SACCnet is an initiative to 
provide voice, video and data services from county to county by 
integrating county systems into one larger information system.  
The SACCnet initiative offers the following benefits of this 
statewide information system (2010): 
 Dispatch center to dispatch center communications 
 Enhance county to county emergency responder 
radio communications 
 Provides an alternative broadband connection 
beyond the Internet 
 Based on IP cloud rather than expensive point-to-
point connections 
 Meets state and Federal mandates for public/private 
partnerships 
 Maximizes resources and saves money 
 Creates a state, county, and local government 
information community 
 Provides commercial stability in rural Arizona 
 Opens new opportunities to rural Arizona 
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The diagram in Table 12 explains the underlying 
architecture used to accomplish the statewide information 
system and the communication technologies to integrate each 
county. 
 
Table 12 
SACCnet Information System Architecture (SACCnet, 2010) 
 
 
  
The implementation of information-sharing systems 
nationwide, the existence of information-sharing models, and 
  45 
even the Arizona statewide communication network, addresses 
the second research objective.   
The second research objective: 
 Is it feasible for all community agencies to record and 
store information into the same source and use the same 
process so that information can be shared among all 
agencies accurately and completely? 
ANALYSIS OF RELATIONAL DATABASES 
The basic constructs for n-ary relationships in a relational 
database, where n is the number of entities in that relationship, 
is one of the three types of associations: one-to-one, one-to-
many, or many-to-many (Lightstone, et al., 2005).  Table 13 
describes this relationship model.  In a one-to-one relationship in 
the table, according to Lightstone, et al., the Department is 
managed by only one Employee as well as one Employee 
manages only one Department.  In a one-to-many relationship, 
the Department is associated with many Employees.  The other 
side of that relationship is each Employee is associated with only 
one Department.  In a many-to-many relationship in the table, 
each Employee may work on many Projects as well as each 
Project may have many Employees associated to it (2005).  
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Table 13 
Degrees, Connectivty, Relationships (Lightstone, et.al., 2005) 
 
 
A relational database is a collection of information stored 
into database tables.  The technology and power behind the use 
of a relational database is not the collection of that data, but 
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providing associative properties to that data, allowing each 
datum to be related to other datum that is not stored in the 
same table.  For an example, one table may store information of 
a person in regards to age, height, weight, race, and 
demographics.  Then, in another table, information is stored 
about sports and hobbies.  In a relational database, a third table 
could be created by relating the person table with the sports and 
hobbies table, allowing constructs and associations stating that if 
a person is a certain age, a certain weight and height, a certain 
race, in a certain location, then that person may potentially be 
predisposed to play a certain type of sport or enjoy a certain 
type of hobby.  Taking it a step further, if a fourth table of health 
injuries and their potential causes were added to the equation, 
then if a person is predisposed to play a certain type of sport, 
then that person may also potentially be at risk to develop a 
particular injury.  Table 14 shows an example of the 
relationships that a relational database could make. 
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Table 14 
Relational Database Associations 
 
 
 
The research data addresses the third research objective 
of all users within a community, having access to the same 
information system and recording information into the same 
single source.  The third research objective: 
 Is it possible to use an online relational database as a 
single source repository for all information recorded by the 
separate agencies within the community? 
ANALYSIS OF USER INTERFACES 
As stated earlier, the number of online users is increasing 
exponentially.  The amount of information is increasing yet even 
more exponentially.  The concept of ubiquitous computing is 
certainly almost a complete reality.  Users are fast becoming 
able to retrieve data and information in almost every conceivable 
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manner as technologies progress and improve.  Across the 
nation, almost every person is able to access information and 
“people without computer equipment can gain the same access 
through libraries, schools, and the growing number of Internet 
cafes” (Richards & Kabjian, 2001).  The “open” Internet is not 
the only avenue to access the vast amounts of information that 
exist.   
In the tables that follow, specific user technologies are 
analyzed by the number of users that use those particular 
technologies.  This use can be attributed to several things; 
market share of technologies available for use, user accustoms 
to a particular technology, and even the effectiveness and 
reliability of a certain technology.  The reasons for the use are 
not part of this study; it is the numbers that are pertinent. 
Table 15 shows the popularity of user interface 
technologies used to retrieve, search, view, and browse 
information.  The data was polled through a year long study 
from October of 2011 through September of 2012.  The decline 
of IE, or Internet Explorer by Microsoft, is evident as well as the 
incline of Chrome, by Google, Inc.  The Safari browser by Apple, 
Inc., and the Norwegian Opera browser seemed to have 
remained on more of a consistent track over the past year.  
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Table 15 
Top 5 Browser Packages (StatCounter, 2012) 
 
 
 
Table 16 shows the different platforms that are compatible 
with the browser software packages.  It should be noted that not 
all browser software companies are named in this list but rather 
the more popular ones. 
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Table 16 
Popular Web Browser Systems (Web Developers Notes, 2012) 
Logo Browser Name & Developer Platform 
 
Internet Explorer 
Microsoft Corporation 
 
 
 
Firefox (also called Mozilla 
Firefox) 
Mozilla Corporation 
 
 
 
Chrome 
Google 
 
 
 
Safari 
Apple Inc. 
 
 
 
Opera 
Opera Software ASA 
 
 
 
Netscape Navigator 
Netscape Communications 
Corporation (now part of AOL) 
 
  
 
Table 17 shows the user interface software packages that 
are developed for use on mobile platforms as opposed to the 
more traditional static platforms.  The Android browser by 
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Google, for instance, went from about 20% of the total number 
of mobile users using this type of user interface in October of 
2011, to around 25% of the users in September of 2012.  
Rounding out the top three are the Norwegian Opera browser 
and Apple’s iPhone. 
 
Table 17 
Top 9 Mobile Browser Packages (StatCounter, 2012) 
 
 
  
Table 18 shows the top five operating systems used on 
personal computing devices.  Both from Microsoft, it is evident 
the incline in of Windows 7 and the decline of Windows XP.  
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Table 18 
Top 5 Operating Systems (StatCounter, 2012) 
 
 
  
Table 19 shows the popularity of mobile operating systems 
on mobile end devices, also from October 2011 through 
September 2012. 
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Table 19 
Top 8 Mobile Operating Systems (StatCounter, 2012) 
 
 
 
 Table 20 is more indicative of the ubiquitous computing 
era of retrieving and sharing information.  The slight decline of 
desktop computing and applications is apparent as well as the 
increase in popularity and use of mobile computing and 
applications over the past year. 
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Table 20 
Mobile vs. Desktop (StatCounter, 2012) 
 
 
 
 From these tables, the data is clear as to what browser 
applications are more popular and more widely used.  The data 
also shows the increase in mobile technology platforms yet the 
desktop application is holding a strong position.  The research 
data addresses the fourth research objective. 
The fourth research objective: 
 Is a user interface used as a single access point to retrieve 
and view information, independent of the medium that is 
used to access the interface? 
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ANALYSIS OF PRIVACY AND SECURITY 
 
 The relationship between information privacy and 
information security is mutually inclusive.  In terms of 
information retrieval and information sharing, these two terms 
co-exist with each other.  The idea of information privacy 
requires the idea that information is secure.  Bernd Carsten Stahl 
theorizes that “security can be seen as a precondition of privacy 
because a lack of security may allow unauthorised access to 
data, which in turn, will jeopardise privacy” (2008).  The Federal 
government has enacted a couple of regulations to increase 
privacy of information or attempt to increase it.  The Health 
Insurance Portability and Accountability Act (HIPAA) and the 
Family Education Rights and Privacy Act (FERPA) were both 
passed as Federal regulations to police the dissemination of 
personally identifiable information to unauthorized parties.  Table 
21 shows the timeline and history of the HIPAA policy as well as 
the highlights over the course of its existence. 
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Table 21 
History of HIPAA (Nass, et al., 2009) 
 
 
 
 The HIPAA policy is an extension of the Privacy Act of 1974 
and the Freedom of Information Act of 1966 and applies only to 
a health care provider, a health plan, or a health care 
clearinghouse, or, in other terms, a covered entity (United 
States Department of Health and Human Services, 2012)..  If 
  58 
the organization is not considered a covered entity by the 
Federal government, it is not regulated to abide by this policy.  
Table 22 shows some examples as to what is considered a 
covered entity as well as what is not considered a covered 
entity. 
 
Table 22 
Examples of Covered Entities (Nass, et al., 2009) 
 
 
  
Nass, et al., authors of the book Beyond the HIPAA Privacy 
Rule: Enhancing Privacy, Improving Health Through Research, 
suggested some exceptions to the HIPAA policy, allowing 
covered entities to disseminate health information without 
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consent.  Nass, et al. (2009), suggested these exceptions under 
the following circumstances: 
 To business associates  
 For public health purposes as required by state and federal 
law 
 To public agencies for health oversight activities, such as 
audits;inspections; civil, criminal, or administrative 
proceedings; and other activities necessary for the 
oversight of the health care system 
 To law enforcement officials 
 For judicial and administrative proceedings, if the request 
for information is made through a court order 
 For research 
Protecting health information allows more complete health 
information to be acquired.  The belief that information is being 
protected offers willingness to share more about personal health 
issues.  Without the assurance of privacy, according to Nass, et 
al., individuals are more reluctant to provide candid disclosures 
of sensitive information (2009).   With the assurance of privacy, 
the body of health knowledge is more complete, more accurate, 
and more supported.  
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FERPA also prohibits the sharing of personally identifiable 
student information without the consent of the student, age 18 
or above, or the guardian.  FERPA does allow the dissemination 
of personal education records under certain circumstances, 
however.  Although, as author Kathleen Conn observed, “the 
courts have not yet articulated exactly what constitutes an 
education record” (2002).  To release education records, as 
Conn continued, the consent must specify the records to be 
released, the reason for the release, and to whom the records 
will be released (2002).   
Table 23 shows an example flow chart for the Colorado 
Department of Education of how to determine if records can be 
released (2008). 
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Table 23 
Colorado FERPA approval process (Colorado Department of 
Education, 2008)    
 
 
 
 The Bureau of Indian Affairs closely regulates the 
dissemination of records that are considered BIA-owned records, 
which include both education and health records.  Public Law 93-
638 defines any information created from services rendered by a 
BIA agency is deemed a BIA record and not a Federal record for 
the purposes of the Privacy Act (2012).  The Indian Health 
Service program is a program by the United States Department 
  62 
of Health and Human Services that is based on the Privacy Act of 
1974 (2012).  It also regulates the dissemination of health 
records and how that information is collected and stored. 
 According to the independent survey conducted, the 
perception of officials of each agency was that while an 
information-sharing system is feasible to accomplish and even 
beneficial to the community, it is not ethical to share confidential 
types of information, and, therefore, not of a positive interest to 
pursue in public opinion.  An official from one of the agencies 
that participated in the survey stated that technically an 
information-sharing system is feasible yet morally it is a “huge 
breach of confidentiality” (personal communications, November 
2, 2012).  Another participant, in reference to their own internal 
system used to disseminate information, stated that it “is 
awesome when everyone uses it...unfortunately, when everyone 
does not use it or does not use it correctly it is a mess” (personal 
communications, November 2, 2012).  
The primary concern from the participants is the lack of 
security to ensure information privacy, or “that a single 
storehouse of so much relevant and critical data would make for 
an appealing target for hackers” (personal communications, 
November 2, 2012).  The same participant continued by stating 
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that it is not a good idea for agencies to have access to 
information that is not related to their specific disciplines (2012).  
Another response received on the ethics of sharing information 
stated that “if there is a very strict screening process then 
agencies sharing information would be ethical” (personal 
communications, November 2, 2012).  However, this participant 
included that “sometimes things are ethical and I still would not 
do them” (2012).    
Table 24 shows the perception from the viewpoint of each 
agency official in regards to sharing private information across 
the four agency disciplines. 
 
Table 24 
The Perception of Agencies Within Navajo County   
NAVAJO COUNTY AGENCY PERCEPTION 
  Feasible? Ethical? Beneficial? Good Idea? 
Education YES NO YES NO 
Health Services YES NO YES NO 
Law Enforcement YES NO YES NO 
Social Services NO NO YES NO 
 
  
The research data specifically addresses the fifth research 
objective.  There are laws and regulations in place to govern how 
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personal and confidential information is acquired and 
disseminated across an agency and across many agencies. 
The fifth research objective: 
 Is it possible to ensure privacy and confidentiality of 
personal information when all agencies have access to the 
same information, even when only authorized personnel 
are permitted access to such information? 
 
SUMMARY 
 In an effort to answer the five specific research objectives, 
this analysis was conducted to provide details of how an 
information system is used as the framework for 
communications and information dissemination. It was also 
conducted to provide details of which information-sharing 
models exist, of how relational databases are used to store 
information, of how users can retrieve, view, and share 
information over an information system framework, as well as 
show how information is protected and secured from 
unauthorized individuals.  Chapter five will address the 
conclusions and recommendations based on the data that was 
researched and analyzed in this study.   
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Chapter 5 
CONCLUSIONS AND RECOMMENDATIONS 
 The need for this study was to research and analyze an 
information system as the framework for the Arizona Exchange 
Information System (AXIS).  The purpose of AXIS is for 
collaboration and sharing of information between the law 
enforcement community, the education community, the health 
services community, and the social services community of 
Navajo County, Arizona.  This study included the research and 
analysis of existing information-sharing models in society today 
as well as within Navajo County, the relational database as the 
technology to record and store information to be shared, the 
user interface that is used to retrieve, view, and share the stored 
information, as well as the protection and security of private and 
confidential information.  This study also included the results of 
an independent survey of participants from each of the four 
community agencies in Navajo County and the perception of 
those participants of sharing personal information in a combined 
information-sharing system. 
THE RESEARCH DATA 
 An information system is essential to the success of all 
communications and collaboration that exist in society today.  It 
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is evident that the number of users that rely on those 
information systems is growing at a tremendous rate.  Research 
has shown that the population of online users has increased from 
44% of the entire U.S. population in the year 2000 to over 77% 
of the entire population in 2010 (Miniwatts Marketing Group, 
2012).  The State of Arizona employs a statewide 
communications network that facilitates the communication 
between counties as a larger, statewide information system.  
The information system is the framework which allows all other 
systems and technologies to pervade society, thereby providing 
the means for information to be disseminated. 
The type of information and the amount of information 
that is accessible over these information systems are 
unfathomable and oftentimes uncontrollable.  Information-
sharing models exist in limited contexts to standardize the 
dissemination of information across information systems.  The 
National Information Exchange Model (NIEM) was analyzed, and 
this model provides the necessary standardization for agencies 
to be able to record information in a manner that is understood 
by all agencies.  Several law enforcement agencies and 
communities employ an information-sharing system model that 
has proven to be successful in aiding those communities.   
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A relational database is used in many information systems 
as the source to record and store information.  A relational 
database is used to provide associations between data that 
otherwise would not be associated in a more static database.  
Users are able to retrieve that stored information using 
developed user interfaces which allow them to browse, search, 
and view information.  Browsers are the primary means as the 
user interface to retrieve information that has been shared.  This 
allows the user to access information from a more static 
position, the desktop computer, or from a more dynamic 
position, the mobile computer or device.  Research has shown 
that the user preference in accessing information is trending 
towards the mobile applications.   
There is also a considerable need to protect that stored 
information as well as provide security policies to limit access to 
such information.  The employment of Federal policies like HIPAA 
and FERPA has provided the necessary guidelines and 
regulations to protect sensitive information.  However, there are 
exceptions to these policies.   
INFORMATION-SHARING IN NAVAJO COUNTY 
Information collaboration and dissemination may be 
possible within the community disciplines of Navajo County.  The 
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purpose of the Arizona Exchange Information System (AXIS) is 
to provide the means of sharing information between the 
communities of law enforcement, education, health services, and 
social services that exist within Navajo County.  Based on the 
statewide initiative of SACCnet, the information system 
framework has been provided to allow the counties to 
communicate with each other over a single information system.  
This initiative, however, only provides the framework for an 
information-sharing system to communicate over.  AXIS 
provides the information-sharing effort to allow Navajo County to 
collaborate and disseminate pertinent and valuable information. 
There are a couple of obstacles to the AXIS system 
implementation and use. One is the Federal regulations that 
protect personal information from being viewed by unauthorized 
individuals.  The other is the public opinion of ethicality of 
sharing personal and confidential information with other 
agencies within Navajo County.  Even with a strict adherence to 
all Federal regulations, laws, and policies that permit such 
information to be shared with consent or as an exemption, the 
hesitation of the different agencies to disclose and disseminate 
information with other agencies exists.   
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ANSWERING RESEARCH QUESTIONS 
The first objective of this research was to determine if an 
information system is the efficient means of supporting an 
information-sharing system as the framework.  Research has 
shown the information system to be an invaluable resource for 
disseminating information to all users that access that system.  
Sheldon Ayers observed that the Information Age has changed 
society either directly or indirectly, increasing the “cumulative 
web of information” daily, and “opening new avenues for 
information retrieval” (Ayers, 1999).   
The second objective of this research was to determine if it 
is feasible for all community agencies to record and store 
information using the same process and methods into the same 
source so that information is accurate and complete.  The NIEM 
model in this research outlines the need for standardizing the 
means of recording information.  This facilitates the ease in 
which information is retrieved and understood by all users 
accessing the information.  The NIEM model also provides means 
to access “accurate, complete, and actionable information” 
(2005).  It is feasible, therefore, for all users across all agencies 
to record and store information into the same source when 
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following the same process of recording information.  This will 
ensure information completeness and accuracy. 
The third objective of this research was to determine if the 
relational database can be used as the online technology to 
record and store information by all community agencies as the 
single repository.  Studies have shown that the relational 
database has several key attributes allowing information to be 
cross referenced and associated.  Relational databases store 
information based on value as opposed to position, allowing 
those attributes to exist.  Codd states that the relational 
database is “best suited to data with a rather regular or 
homogeneous structure” (1982).  Information shared across the 
Navajo County agencies would be homogeneous in nature.  It is 
possible, therefore, to use the online relational database as the 
single repository, accessed by all community agency users. 
The fourth objective of this research was to determine if a 
single user interface should be used to view information, 
independent of the medium that is used to access the 
information.  Studies have shown the robust qualities of specific 
browser technologies, both desktop and mobile, that allow the 
user to retrieve, view, and share information from whatever 
device the user is accessing the information with.  Based on the 
  71 
statistics obtained from StatCounter, we see the popularity of 
specific browser technologies, namely Microsoft Internet Explorer 
and Google Chrome, which can be used to retrieve, view, and 
record information in an information-sharing system, 
independent of which type of device is used to access the 
information (2012). 
The final objective of this research was to determine if it is 
possible to ensure privacy and confidentiality of personal 
information when all agencies have access to the same 
information, even when only authorized personnel can view that 
information.  The Federal regulations that provide protection of 
sensitive and personal information from being disseminated 
without consent as well as community opinion on sharing 
personal information are considerable obstacles.  In order to 
share this sensitive information, consent is needed from each 
owner of the information unless the use of such information is 
deemed to fall under the appropriate circumstances as noted in 
this research.  Even with consent, “there are serious privacy 
concerns in the broad scope of entities having information that 
does not directly pertain to their purview of operational practice” 
(personal communications, November 2, 2012).  The AXIS 
system will need to address the privacy concerns of the 
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community of Navajo County as well as operate within the 
confines of the Federal regulations and laws put into action.   
CONCLUSIONS AND RECOMMENDATIONS 
The information that is used by police departments, school 
districts, hospitals and physicians, as well as social service 
agencies allows each agency to provide valuable and meaningful 
services based on the type of services rendered by the agency 
alone.  However, each piece of information resides solely in its 
own context within each of the agencies.  Each agency records 
such information as it deems necessary to fulfill the 
requirements of the system that is accepting the information.  If 
the system does not require a certain piece of information, it will 
not be recorded, even if that piece of information is extremely 
valuable to another agency.  There is a disparity in information 
sources and there is a disparity in modeling appropriate 
information for ease of access and ease of understanding.   
The conclusions of this research study: 
1. Establish the framework and system to allow for 
disparate information to be consolidated into one 
source to provide Navajo County with an 
information-sharing system that is accessible by all 
the agencies within the county. 
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2. Establish a process to migrate all disparate 
information from all agencies into one database 
using consistent terminology and verbiage.   
3. Establish a policy that allows the dissemination of all 
information that is valuable to the agencies, while 
remaining within the boundaries of the Federal 
policies that regulate such dissemination.  
4. Establish a policy that allows for the segmentation of 
private and confidential information that is 
considered unethical to share.   
Recommendations for continued research should include: 
1. A testing and evaluation instrument to measure the 
impact of an information-sharing system within the 
community of Navajo County. 
2. Interview and survey data from the general public 
that reside in Navajo County to include parents and 
guardians, agency staff, as well as general 
consensus. 
3. Continued research into the two obstacles that may 
prohibit an information-sharing system within Navajo 
County; Federal government policy and public 
opinion. 
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APPENDIX A  
INDEPENDENT SURVEY QUESTIONNAIRE 
1.  Is sharing information in a centralized database by all 
agencies feasible? 
2.  Is it ethical or not ethical to share personal information 
with other agencies only when authorized parties can view 
such information? 
3. Is it beneficial to share such information between 
agencies? 
4. In your opinion, is it a good idea or not to share this type 
of information? 
 
